QUAD-AI - TECHNICAL WHITE PAPER - JULY 2026

The Quad-Al Agentic Trust Layer

A pre-action consensus gate for autonomous Al agents — multi-provider verification, failure-
mode attribution, and a tamper-evident audit trail in front of every consequential action.

No-NDA overview. Sections marked NDA-gated remain NDA-gated. See it live: veridect.ai/agentic-trust-demo

1. Positioning

The Quad-Al Agentic Trust Layer sits in front of any autonomous AI agent and inspects each
proposed high-stakes action before it executes. Whether the agent is built on the Model Context
Protocol (MCP), OpenAl Assistants, Anthropic Computer Use, or any custom framework that can
make an HTTP call, the proposed action is submitted to four leading language models in parallel —
Claude Opus 4.5, Gemini 2.5 Pro, GPT-5.1, and Sonar Pro. Their independent verdicts are
aggregated through weighted consensus, failure-mode attribution, and an adversarial verifier
mesh. The gate returns one of three verdicts — greenlight, escalate to human, or block —
together with a SHA-256-chained audit bundle that any downstream regulator, model-risk
function, or internal compliance team can inspect line by line.

The agent receives an answer in roughly three seconds. The enterprise receives a defensible,
replayable trail for every consequential action its agents take.

Most AI tools tell you what the model said. Almost none tell you whether it was right — or stop it
before it acts. That gap is the category this layer is built for. Proven in education — one of the most
demanding settings for Al accuracy — the engine is deployed in production under Fortune 100
contracts in regulated industries, where the vendor has a multi-year record of passing the clients'
annual security reviews.

In one line: one gate sits in front of every autonomous Al agent in the enterprise, and every
action is recorded, attributed, and replayable.

2. The problem this solves

The last two years were spent making Al answer. The next two are about making it accountable —
verify what it says, govern what it does, and leave a record you can hand a regulator. Three
concurrent pressures created this product:

1. Agent-action volume is curving up faster than human review can keep pace. A single
agent in a finance, operations, or customer-care workflow can propose hundreds or thousands
of actions per day. Human-in-the-loop review on every action does not scale; no review at all is
unacceptable. A gate that pre-clears the high-confidence majority and routes only the uncertain
residual to a human is the only viable middle path.

2. Single-vendor LLM trust is structurally insufficient for regulated environments. Federal
Reserve SR 11-7 (banking model risk), the NAIC Model Bulletin (insurance Al), and FDA AI/ML
SaMD guidance (medical devices) all require independent challenge of the primary model. A
single LLM cannot challenge itself. Multi-provider consensus with documented dissent is the
natural architectural answer.

3. Auditability of agent actions is now a board-level question. "Why did the agent do that?"
must have an answer that survives a regulator visit, a litigation discovery request, or an internal
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Al-governance audit. A SHA-256-chained bundle that records inputs, four-provider verdicts, the
consensus calculation, the policy thresholds in force, and the final verdict — replayable months
later — is the only form of answer that holds up.

3. How the gate works

A proposed action passes through a deterministic pipeline:

1. Action-payload introspection. The gate inspects the structure of the action — endpoint,
parameters, scope, target system, calling-agent authority — not just a text prompt. This is what
lets the gate apply proportionate scrutiny rather than burning four-provider consensus on a trivial
read-only call.

2. Risk-tier inference. Each action is classified low / medium / high / critical from its verb,
parameters, and any monetary amount. Irreversible or regulated operations (delete, wire,
liquidate, terminate, production deploy) infer critical; money movement and customer-impacting
changes infer high; standard writes infer medium; reads infer low. Tier governs how much
scrutiny the action receives.

3. Four-model parallel consensus. All four providers evaluate the action in parallel under
department-adaptive routing weights (Section 4). A minimum quorum is required; per-provider
timeouts and circuit breakers prevent a single slow provider from stalling the gate.

4. Adversarial verifier mesh (high / critical only). For high- and critical-risk actions, a second
oppositional pass extracts atomic claims, cross-references them across providers (supported /
contradicted / omitted), and independently scores the selected response for factuality,
completeness, and risk. This is the layer that surfaces failure modes the primary consensus
missed. Almost no one runs a structured adversarial cross-examination and ties the result into a
governance verdict and a chained audit record — that integration is the defensible part, and how it
is built stays behind the NDA.

5. Failure-mode decomposition. Disagreement is attributed to interpretable categories —
reasoning gap, stale knowledge, hallucination, domain mismatch — rather than collapsed
into a single opaque score.

6. Policy engine and verdict. Tenant-configured thresholds resolve the consensus into a verdict:

I

Block A categorical scope violation — the action falls outside the agent's authorized authority (for
example, a read-only agent attempting a delete or a wire).

Escalate to The fail-closed default. Triggered by conditional/unverifiable scope, provider dissent above
human tolerance, consensus confidence below the escalation floor, a verifier-recommended revision, or
any critical-risk action — which always routes to a human sign-off even when approved.

Greenlight Only when the action is in scope, the verifier verdict is APPROVE, consensus confidence clears
the greenlight floor, and dissent is within tolerance.

Thresholds are policy data, not code — greenlight floor, escalation floor, and dissent tolerance
are configured per tenant, so policy can be tuned per client engagement without engine changes.
Tenant policy overrides are validated against a strict schema that rejects unknown or out-of-range
fields and enforces cross-field sanity — the escalation floor can never sit above the greenlight floor.

Deterministic policy-class detectors (escalate-only). Running alongside the consensus verdict
is a small set of deterministic detectors for the regulatory-exposure classes an enterprise most
needs to never miss: a configurable monetary threshold, protected-personal-data
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modification (PII writes or deletes), protected-class adjacency (FMLA / ADA and related
signals), and regulated-health-data access or transmission (PHI). These are a fixed rule layer,
not a model judgment — the same action always produces the same trigger, so a regulator who
replays it sees identical behavior every time.

Their authority is narrow and deliberately one-directional. A detector can raise an otherwise-
greenlight action to escalate-to-human; it can never block on its own, never auto-approve, never
override a scope-violation block, and never soften an escalation the consensus already raised.
Block stays reserved for one thing only — a categorical scope or authority violation. Each trigger
records the policy class and redacted category and field signals (for example verb:update,
field:ssn, phi:diagnosis ) — never the underlying PII or PHI value — so the audit trail names
exactly which rule fired without ever copying sensitive data into itself. These are a deterministic
floor, independent of and additive to the model layer — so the hard regulatory lines never depend
on a model being right.

A complementary session-exposure signal. Beyond the four fixed classes, an optional signal
watches cumulative sensitive-data exposure across a single agent session — so when one session
quietly touches several distinct sensitive categories and then reaches for an outbound action, the
gate can raise it to escalate-to-human even when no single step crossed a line on its own. It's opt-
in (the integrator passes a session identifier bound to the authenticated tenant), and like the four
classes it's escalate-only and reads only category and field names, never values. Think of it as an
extra layer of caution alongside the validated classes: it only ever adds a human check, and if the
session store is unavailable it simply steps aside and the standard verdict stands.

A correlated-consensus check on the agreement itself. Four models agreeing is powerful —
but only when they agree independently. When they agree for the same reason, a shared stale fact
or the same blind spot, confidence reads high while the answer can still be wrong. So alongside
the verdict, the gate reads the shape of the agreement: how independently the four responses
actually arrived, and whether a high-confidence consensus rests on correlated reasoning rather
than genuine cross-provider corroboration. When that correlation risk is elevated and at least
three providers returned answers, the gate escalates the action to a human, carrying that read
with the decision as evidence. It is the guard against the one failure a consensus is blind to on its
own: everyone being confidently wrong together.

7. Audit bundle. Every verdict produces a SHA-256-chained bundle (Section 5).

4. The verified models behind the gate

Anthropic Claude Opus 4.5 1.5%
Google Gemini 2.5 Pro 1.3x
OpenAl GPT-5.1 1.2x
Perplexity Sonar Pro 1.1x

Weights are department-adaptive and tenant-tunable: a financial-services tenant can weight
Claude higher on legal-domain decisions; a research vertical can weight Sonar higher on citation-
grounded answers. The architecture is provider-version-agnostic — when a new model
generation ships, a re-benchmark on the new lineup is a 15-30 minute operation, not a re-
engineering effort.
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5. The audit bundle

Every verdict produces an audit bundle that records the original action payload (hashed), each
provider's full raw response, the consensus calculation (provider reliability weights, cross-provider
claim agreement, dissent register, failure-mode flags, and a correlated-consensus independence
read of how independently the four providers actually arrived at their answers), the tenant policy
thresholds in force, the policy-class triggers and the decision basis behind the verdict, and the
final verdict and rationale — with timestamps and tenant binding.

Each bundle is SHA-256-hashed at three levels — payload hash, verdict hash, and bundle hash
— and chained: each new bundle commits the hash of the prior bundle in the tenant's audit chain,
which makes silent retroactive editing detectable. When the cleared action actually executes, the
executed result can be bound back into the chain (a downstream-action hash), creating an end-
to-end chain of custody from decision to execution. Binding that line in is the cheap part; making it
mean something under concurrency and adversarial conditions is the work — and that engineering
is part of what transfers under NDA.

Beyond hashing, each bundle is also Ed25519-signed over its bundle hash. A hash proves the
record wasn't altered; a signature proves who produced it — the accountability a hash alone can't
give — and the signature travels with the bundle, so an auditor can check it offline. Signing keys
are versioned and rotate forward: every prior key version stays published, so a bundle signed by
a rotated-out key still verifies against the published key history. The published keys are served at
GET /api/ai/consensus/proof/public-key (the current key) and GET /api/ai/consensus/proof/key-
history (every version). Honest boundary: as with any signature scheme, non-repudiation comes
from pinning the embedded public key to the published Veridect key out of band — never the self-
asserted key ID, which is public — so a bundle re-signed under a foreign key is caught by that
comparison.

The policy-class triggers and the decision basis are committed inside the canonical bundle hash,
so the governance record cannot be altered after the fact without breaking verification — and they
are omitted from the hash input when absent, so bundles issued before the policy layer shipped
still verify byte-for-byte.

Bundle storage is tenant-scoped: a verdict produced for one tenant is cryptographically bound to
that tenant and unreachable to any caller authenticated as a different tenant. A cross-tenant
lookup returns HTTP 404, not 403 — bundle existence is never leaked across tenants, even with
the exact bundle ID.

Honest status: the bundle is generated server-side on every call and downloads as JSON today
(the live system's Download .json button hands out the complete bundle), with formatted CSV, an
HTML governance report, and OpenLineage/SIEM exports available through the API (Section 6).
Bundles are written through to a durable, append-only (WORM) store — UPDATE and DELETE are
rejected at the database level, a fork-prevention index stops chain rewrites, and the layer verifies
these guarantees at boot and fails closed if they are absent, so a deployment can never silently fall
back to mutable storage. At SI-scale deployment, that WORM store is externalized to the buyer's
own object store under the buyer's keys (Section 12).

6. Integration surfaces

The Trust Layer exposes a small, stable set of endpoints:
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POST /api/ai/consensus/pre-action The headline gate — submit an action payload, receive a
verdict + bundle ID.

POST /api/ai/consensus/delegate Agent-to-agent delegation gate — runs consensus on a hand-
off before the downstream agent is invoked.

POST /api/ai/adapters/mcp Native Model Context Protocol adapter — one-line change to
an MCP tool-call surface.

POST /api/ai/adapters/openai-assistants OpenAl Assistants adapter — slots in front of the function-
call layer, no agent rewrite.

POST /api/ai/adapters/computer-use Anthropic Computer Use adapter — gates screen-mediated
actions (click, type, navigate, submit) before they execute.

GET /api/ai/consensus/audit-bundle/:id Retrieve a tenant-scoped audit bundle (cross-tenant — 404).
GET .../audit-bundle/:id/export. Export a tenant-scoped bundle as CSV, JSON, an HTML
{csv, json,html,openlineage.ndjson} governance report, or OpenLineage NDJSON for SIEM

and data-lineage ingestion.

POST .../audit-bundle/:id/downstream Admin-only — bind the executed action result into the audit
chain.

POST /api/ai/consensus/tenant-policy/:id Admin-only — set a tenant's policy thresholds.

POST /api/ai/consensus/verify Veridect Proof — re-derive a stored verdict and re-check its

hash chain (read-only, tenant-scoped — 404).

POST /api/ai/consensus/assurance Veridect Assurance — render a stored decision as an
underwriting-grade evidence record (read-only, tenant-
scoped — 404).

GET /api/ai/consensus/observability Governance command center — a read-only, tenant-scoped
rollup of verdict mix, risk tiers, policy classes, consensus
health, per-agent fleet, and a recent-decisions timeline
(Section 8).

POST /api/ai/consensus/plan/commit Commit an agent plan for per-step conformance checking —
sealed and Ed25519-attested; later gate calls reference it
via planRef (Section 10).

GET /api/ai/consensus/plan/:planld Fetch a committed plan and its attestation — tenant-scoped;
an unknown or other-tenant plan returns 404 (Section 10).

POST /api/ai/consensus/policy/reversion The policy-reversion report — attested-configuration diff
plus counterfactual re-derivation of a recorded window
under the prior policy; zero model calls, zero writes (Section
10).

GET /api/ai/consensus/memory/quarantine Quarantined shared-memory entries — hash prefixes and
reason tokens only, tenant-scoped (Section 10).

POST Audited, admin-gated release of a quarantined memory
/api/ai/consensus/memory/quarantine/release entry — write-once release columns on the provenance
ledger (Section 10).

POST .../audit-bundle/:id/oversight Admin-only — record a human reviewer's outcome on an
escalated decision, appended once to the bundle's audit
chain (opaque markers only — no names or free text).
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GET /api/ai/consensus/oversight/quality Governance observability — a read-only, tenant-scoped
rubber-stamp-risk read across recent human reviews of
escalated decisions (Section 8).

POST /api/ai/consensus/regulatory/evidence-pack Regulation-mapped evidence — an article-by-article EU Al
Act evidence pack assembled from the tenant's sealed
records (Section 9).

POST /api/ai/consensus/regulatory/incident- An Article 73 serious-incident payload drafted from an
payload escalated or blocked decision (Section 9).
GET /api/ai/consensus/assurance/telemetry Assurance telemetry — 30-90-day descriptive counts and

rates for underwriter review, JSON or CSV (Section 9).

POST /api/mcp/gateway/:upstreamId The MCP gateway — governs an MCP tools/call in flight; a
refused call is never forwarded to the tool (Section 9).

POST /api/ai/consensus/adversarial/selftest/run Adversarial self-test — four providers author attack
scenarios against the tenant's own policy; the deterministic
core judges each in strict isolation, and uncontained probes
are flagged for human review (Section 9).

GET .../adversarial/selftest/runs[/:runId] Stored self-test runs, tenant-scoped — 404 (Section 9).

POST /api/ai/consensus/policy/replay Policy impact replay — re-derive a window of recorded
decisions under a hypothetical policy; zero model calls, zero
writes (Section 9).

GET /api/ai/consensus/dissent/ledger The dissent ledger — windowed per-provider dissent counts
and human-vindication outcomes, JSON or CSV (Section 9).

GET /api/ai/consensus/near-miss/ledger The near-miss ledger — recorded approvals one policy step
away from escalation, named by the threshold that would
have tipped them; counts only (Section 9).

GET /api/ai/consensus/case-law/:decisionId Case-law precedents — the closest past human-resolved
reviews for a decision, matched on feature names; enum
outcomes only (Section 9).

POST /api/ai/consensus/policy/frontier The overnight frontier — a window replayed under a grid of
neighboring policies, mapping the exact caution/autonomy
trade-off; nothing auto-applies (Section 9).

GET /api/ai/consensus/model/character The model character ledger — each provider's recorded
voting character across two adjacent windows; descriptive,
never a ranking (Section 9).

If the buyer has agents on MCP, OpenAl Assistants, or Anthropic Computer Use —
integration is the matching adapter; the tool-call surface points at the Trust Layer instead of the
underlying provider. No change to the agent's reasoning loop. If the buyer has a custom
framework — integration is the raw pre-action endpoint, typically a 10-20 line shim in the action-
execution layer.

7. The governance add-ons — Govern. Prove. Insure.

Three capabilities the market keeps naming as unsolved — Veridect solved all three, and they run
live in production on the same Trust Layer, on top of the audit bundle described in Section 5. We
summarize them as Govern. Prove. Insure. — they extend the layer's Verify - Govern - Prove
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spine, they do not replace it. Proof and Assurance are read-only over already-stored bundles
— they never change a verdict, never re-run the four models, and never mutate a stored bundle.
Constellation is an escalate-only live signal on the gate itself — it can only raise an action to
human review, and never blocks, auto-approves, or alters a recorded decision. Each is tenant-
scoped exactly like bundle retrieval — an unknown or other-tenant bundle ID returns HTTP 404,
so bundle existence is never leaked across tenants.

Constellation — govern the whole agent workflow, not one agent at a time. The gate
accumulates sensitive-data exposure across every agent in a workflow — keyed to (tenant,
workflow) — and escalates the moment their combined behavior crosses a line, catching the
violation no single agent commits on its own, with each agent's contribution attributed. It is
escalate-only: it can raise an action to human review, but it never approves or blocks on its own,
and when no workflowId is supplied the gate behaves exactly as before. Like the policy classes in
Section 3, it reads only category and field names, never values.

Veridect Proof — a governance decision anyone can re-verify, without trusting us. Because
the verdict is resolved in deterministic code, the recorded decision inputs let an auditor or the
buyer's own risk team re-derive the verdict byte-for-byte, re-check the SHA-256 hash chain,
and verify the Ed25519 proof-of-origin signature offline, using a dependency-free standalone
verifier they download and run themselves. Its boundary is stated plainly: it re-checks the decision
and the record — it does not re-run the four models, so the model outputs are attested by hash,
not reproduced. Bundles issued before the decision-record format shipped return not applicable
rather than a false pass.

Veridect Assurance — turn every governed action into underwriting-grade evidence. Each
stored decision maps to a neutral, structured evidence record across five categories — control
environment, decision auditability, tamper-evidence and non-repudiation, incident record, and
model-risk posture — that a risk-transfer partner can assess, with a portfolio rollup over a supplied
set of bundle IDs (found/not-found counts only). The record carries no free text and no PII —
only the action verb and target, the calling agent, counts, policy thresholds, the verdict, and the
hashes; the full action is attested through its payload hash. It exports as JSON or CSV. Veridect is
not an insurer, and this record is not actuarial pricing, a certification, or coverage — it is
the evidence an underwriter needs to write the policy.

All three are live on the pre-action gate at veridect.ai/agentic-trust-demo, shown under a gate
result, and Proof and Assurance are exposed through POST /api/ai/consensus/verify and POST
/api/ai/consensus/assurance alongside the endpoints in Section 6.

8. Governance observability — the command center

Every verdict the gate writes to the tamper-evident ledger is also readable back as a live
governance view — the same ledger, read-only, never a second copy of the record. Instead of one
decision at a time, it shows the whole picture over time and across the fleet: the verdict mix
(greenlight / escalate / block), the risk-tier distribution, which policy classes are firing, four-
provider consensus health (how many providers were consulted and how long decisions took), a
per-agent fleet view (how many actions each agent proposed and how they resolved), and a
running timeline of recent decisions.

It is strictly read-only — it renders the record, it never makes or changes a verdict, and it adds no
new enforcement. It is tenant-scoped like everything else, so one tenant's activity is never visible
to another. The headline decision count is exact across the whole ledger; the breakdowns are
computed from the most recent sample and labeled as such. If the audit records can't be read at
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that moment, the view returns an error rather than a misleadingly empty dashboard, and any
record it has to skip is counted, never silently dropped to zero. At production volume — millions of
decisions — the same figures are served from a materialized rollup so the page stays fast.

This is the surface that answers the standing governance question — not just was this one action
right, but is the whole fleet behaving, and has it been behaving over time? It is live on the gate at
veridect.ai/agentic-trust-demo .

Oversight quality — proof the humans are actually looking. A gate that escalates is only as
good as the people on the other end of it. If escalated actions get waved through unchanged, the
human-in-the-loop has quietly become a rubber stamp — and until now, no one could see it
happening. So the layer measures the review layer too: as reviewers resolve escalated decisions,
each outcome is written to the same tamper-evident chain and rolled up into a plain rubber-stamp-
risk read — low, moderate, or elevated — led by how often genuinely-contested actions were
approved unchanged, and informed by the overall unchanged-approval rate and how quickly
reviews were resolved. It reads the pattern across enough reviews to be meaningful, never
singling out any one reviewer, and it makes the review layer visible without collecting anything
sensitive: the record holds only neutral markers — an opaque reason code and reviewer reference,
never names or free text.

9. The identity and evidence layer — August 2026

Four capabilities shipped in August 2026 extend the layer from governing what an agent does to
proving who is asking — and turning the ledger into evidence a regulator or underwriter can use
directly. All four run live on the narrated sixteen-station tour at veridect.ai/governance-suite.

Agent identity — Ed25519 agent passports. Every agent in a tenant's fleet carries its own
Ed25519 keypair, and each gated request arrives with a signed identity envelope — signature, key
version, timestamp, and a single-use nonce, so a captured envelope cannot be replayed. Delegated
authority travels as a signed delegation chain in which every hop can only narrow the verbs and
targets granted — a link that tries to grow authority breaks the chain. Enforcement is per-tenant
policy data (off / annotate / escalate / required): at required, an unidentified or forged caller is
refused before a single model is consulted — a categorical identity failure costs zero inference
— and the identity evidence (status, checks performed, chain summary) is committed inside the
canonical bundle hash like every other governance fact.

Regulation-mapped evidence — the EU AI Act pack. The engine assembles its own sealed
records into an article-by-article EU AI Act evidence pack — risk management, record-keeping,
transparency, human oversight, accuracy and robustness, deployer obligations, incident reporting
— each article citing the real, hash-valid audit records that support it, with an explicit non-
coverage note wherever the layer does not reach. It also drafts an Article 73 serious-incident
payload directly from any escalated or blocked decision, pre-filled from the sealed record. The
boundary is printed on the pack itself: this is documentation support — "supports Article 12"
means the records exist, not that the deployment is compliant — the mapping is fixed in code and
the legal determination stays with counsel.

Assurance telemetry — portfolio evidence for underwriters. The single-decision Assurance
record (Section 7) now has a portfolio companion: 30-90-day tenant telemetry reporting the daily
verdict mix, deterministic policy-class fire rates, identity-enforcement coverage, oversight-quality
aggregates, and ledger-integrity checks (hash validity, verdict re-derivation, WORM status,
attestation signature) — counts, rates, and time statistics only, no free text, no personal data, and
deliberately no composite risk score, because an invented number is exactly what a serious risk
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partner discounts. Exports as JSON or CSV, and fails honest: if governance records are unreadable
at that moment, the endpoint says so rather than rendering an empty, compliant-looking period.
Veridect is not an insurer; the telemetry is evidence for underwriter judgment, not pricing,
certification, or coverage.

The MCP gateway — governed tool calls, in flight. The layer now sits between agent and MCP
tool server as a governed gateway: each tools/call is identity-checked and gated before it is
forwarded, and the verdict is written into the JSON-RPC response itself — stamped into meta on
a cleared call, returned as a structured JSON-RPC error carrying the verdict, category, and audit-
bundle ID on a refusal. A refused call is never forwarded to the tool at all — refusal means non-
delivery, not a log entry after the fact. Only tools/call is gated; other JSON-RPC methods pass
through unchanged. Integration is pointing the MCP client at the gateway URL; the per-tenant
upstream registry rides the same tenant isolation as everything else.

And three more capabilities, shipped August 2026, turn the layer's own discipline back on itself.
All three are live on the engine's API and run live on the same narrated tour — the gate reading
back its own latest self-test, a what-if replayed against recorded history, and the dissent ledger
opened on demand. The same evidence is surfaced read-only in the Governance Command Center:
the tenant-scoped rollup now carries the latest self-test summary and a windowed dissent record
alongside the verdict mix, and a read failure is disclosed as unavailable rather than rendered as a
clean zero.

Adversarial self-test — four models attack your policy before an adversary does. On
demand, the four providers each author novel attack scenarios against the tenant's own live policy
surface — scope grants, dollar thresholds, protected-data rules, benign-looking stealth patterns —
and every scenario is judged by the same deterministic core that gates live traffic, in strict
isolation: synthetic consensus, zero writes, no session state, and runs stored in their own per-
tenant table apart from the evidence ledger, so a synthetic probe can never contaminate a real
record. Every probe the deterministic floor alone would have greenlit is flagged to a human. Read
the number the honest way: the test deliberately withholds the four live model votes so it can
measure the deterministic layer by itself — a modest containment rate is the expected reading,
and the flagged probes are the deliverable. It is a self-test, and no substitute for the external
validation record; its findings flag humans for review and never auto-tighten policy.

Policy impact replay — try the policy change before you make it. Before a buyer moves a
confidence floor, a dissent tolerance, or the escalation dollar threshold, the layer replays a window
of their real recorded decisions under the hypothetical policy — deterministic re-derivation of the
sealed decision inputs, zero model calls, zero writes — and reports exactly which past decisions
would flip, in which direction, and what drove each flip — attributed to a single policy field where
one is responsible, and reported honestly as a combination where several act together. The
refusals are part of the honesty: thresholds the sealed record cannot re-derive (session and
workflow exposure) are rejected outright rather than silently ignored, a scope-violation block can
never flip under any override, and a record whose recorded verdict fails baseline re-derivation is
reported as an anomaly, never trusted into the analysis.

The dissent ledger — the minority report, permanently on the record. Committees forget
the person who was right and got outvoted; the ledger cannot. Every provider dissent lands on a
windowed record — who dissented, lone dissents versus multi-provider splits, the verdicts they
landed on — and where a human later reviewed the same decision, the ledger reports whether the
review vindicated the dissenter, partially vindicated it, or overruled it, along with approvals made
while a dissent sat unresolved. Counts and rates only, deliberately no provider ranking or quality
score — a dissent is evidence of independent disagreement, not a measured error rate — and the
dissent text itself never leaves the sealed audit bundles.
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And four more, shipped the same month, extend that self-scrutiny into an institutional memory —
live on the engine's API, tenant-scoped, each one a read-only aggregation over the same sealed
ledger: zero model calls, zero writes, ending where oversight should end — with a human.

The near-miss ledger — the accidents that almost happened. Aviation got safer by recording
the near-misses, not just the crashes; approvals deserve the same discipline, because the next
incident hides among the actions that were cleared. Every recorded greenlight in a window is re-
derived under three single-knob tightened neighbors of the tenant's own attested policy — the
confidence floor raised a step, the dissent tolerance reduced by one, the dollar threshold reduced
a step — through the same deterministic core that gated it live. The approvals that flip are the
near-misses, each named by the exact threshold that would have caught it: counts by factor, multi-
factor counts, action-verb tallies — never parameter values, never targets, never free text. A near-
miss is a policy-sensitivity fact, not a claim the action was unsafe; records the sealed inputs cannot
re-derive are counted and excluded, never guessed.

The case-law engine — precedent, attached. Every human ruling on an escalation is already on
the permanent record; what was missing was memory. For any recorded decision, the engine
surfaces the closest past human-resolved reviews from the tenant's own chain — matched by
deterministic feature-name similarity across the action verb, parameter field names, detected
policy classes, risk tier, scope outcome, and delegation flag — each precedent carrying the
human's recorded resolution, its reason code, its similarity, its age, and the facets that matched.
No embeddings, no free text, no parameter values, no model calls. A precedent is context, never a
recommendation: the reviewer still decides, now with the institution's memory open on the desk.

The overnight frontier — policy space, explored while you sleep. Policy impact replay
answers the what-if a person thought to ask; the frontier asks the nearby ones nobody did. It
replays the window's recorded decisions under a deterministic grid of neighboring policies — up to
72 variants around the median attested policy — and maps each variant's exact trade-off: how
many recorded approvals it would have routed to a person, how many recorded escalations it
would have released, with the Pareto-efficient variants flagged. Flip counts are harmonization
facts about recorded decisions, not predictions of incidents avoided; recorded blocks never flip
under any variant; and nothing is ever applied automatically — the engine maps the frontier, the
human moves the policy.

The model character ledger — watching the watchers. The four models doing the judging are
updated by their vendors, silently. On the tenant's own decisions, this ledger makes that visible:
two adjacent windows, each provider's recorded voting character compared — dissent rate, stance
mix with per-window coverage disclosed, and the exact model identifier strings seen, so a silent
vendor swap surfaces as a dated fact rather than a hunch. Below a minimum sample the answer is
insufficient data, not a guess — and the whole view is descriptive by construction: never a
ranking, never a quality score, never an accuracy claim.

10. Fleet-scale and coordination-fabric governance — the swarm
lesson (August 2026)

In July 2026, an autonomous research swarm of roughly 700 agents executed about 17,600
individually plausible actions over four days — and breached one of the world's largest Al
platforms. No single action looked wrong; the attack existed only in aggregate, across identities
that shared no session and no workflow. Defenses scoped to one conversation or one crew —
across the industry, ours included — were never built to see that shape. So the layer now watches
the whole fleet: three further deterministic policy classes, keyed to the tenant and agent
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identity the gate already receives — no new plumbing. Like the policy classes in Section 3 they are
escalate-only — they can raise an action to human review, never block it, never approve it — and
they read field-name categories and truncated hashes, never values.

Fleet Exposure Ledger — the long game, on the record. Every sensitive read an agent
identity makes — across every session, every workflow — accumulates in a sliding seven-day
ledger, beside a fleet-wide total for the whole tenant. A slow-burn agent that stays politely under
every per-session line still crosses the fleet line eventually; when it — or the fleet itself — then
reaches outbound, the action escalates to a person with the triggering fleet counts and category
rationale on the record.

Swarm Convergence — coordination without a shared id. The swarm signature isn't one
agent misbehaving — it's many identities converging on the same kind of sensitive data or the
same action shape inside a 72-hour window, with nothing connecting them but the pattern itself.
The gate counts distinct agent identities per sensitive category and per hashed action shape; when
an outbound step fires inside a converged pattern, it escalates with the cohort size on the record.

Target Convergence — many hands, one victim. Distinct identities touching the same target is
its own signal, even when every individual touch looks routine. When identities converge on one
target and an outbound action then moves toward it, that step escalates. Fleet state holds only a
truncated cryptographic hash of the target — the action itself lives in the sealed, signed decision
record the reviewing human already reads.

And the fleet's memory is durable by construction. Long-window enforcement is only as good
as the state behind it, so the fleet window treats shared state as a working copy, never the source
of truth. If that state is lost — a restart, a cache flush, an infrastructure move — the layer detects
the cold store and re-derives a bounded recent window from the sealed decision ledger under a
single-owner rebuild lease; if the rebuild cannot complete, the fleet signal steps aside while the
primary gate keeps enforcing, and a fleet escalation may simply arrive later. The long-window
memory can be rebuilt and checked against the permanent record, not taken on trust.

Exercised at ten thousand identities — on the record (10 September 2026). A deterministic
exercise of the fleet layer — the real policy engine and the real fast-state store, zero model calls,
with a unanimous synthetic approve standing in for the model consensus so that every escalation
observed is the fleet layer's alone — put 10,000 distinct agent identities through one tenant, one
proposed step each, at a convergence threshold of 25: 8,500 reads of a confidential pricing record,
1,000 in-scope sends to an external mailbox, 250 in-scope high-risk transfers, and 250 transfers
under a read-only grant. The first outbound step escalated for human review came from identity
#30 — three had cleared before it, exactly as the threshold specifies — and all 1,496 outbound
steps after it were escalated or blocked, none cleared. A benign control fleet of 10,000 identities
under the same policy drew zero fleet escalations. An identity-less fleet of 4,000 proposed actions
could not trip the convergence classes; the tenant-wide counter backstopped it once pooled reads
crossed the line. All 10,000 rulings agreed with an independent oracle re-statement of the policy,
on class and on verdict. The tenant's fast state (17,009 keys) was then wiped and verified gone;
the next ordinary outbound step rebuilt the window from the sealed ledger — the bounded
reconstruction described above, 4,250 of 8,500 reads restored from the most recent 5,000 records
— and escalated with all three classes. Then the same swarm went through the published system
as real requests on a dedicated tenant (10-11 September 2026) — ten thousand live rulings, each
a real multi-model ruling with three providers responding and each sealed in its own signed
record: 8,487 cleared, 1,263 escalated for human review, 250 blocked; detection at identity #30
again, and all 1,496 outbound steps after it escalated or blocked; a benign control fleet of 300 live
rulings with zero fleet escalations; 10,300 of 10,300 signed records verified offline against the
published key; all eleven acceptance checks passed. The live numbers are reported beside the
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deterministic ones, never merged; 120 live rulings carry a disclosed error entry from one provider
instead of a stance, the remaining providers clearing the three-provider quorum on every one.
Both are our own runs, not part of the externally validated set, and ten thousand is a count of
identities ruled on, not a rate. The published Fleet-Scale Exercise Record carries both runs, the
figures, and the SHA-256 bindings to the saved runs.

The classes ship default-off and are enabled per deployment; when on, they run on every surface
the gate governs, including MCP tools/call through the gateway — session — workflow — fleet,
the same escalate-only discipline at every horizon. All three are verified in source and by unit
tests; they post-date the May red-team validation and are recorded in the validation summary as
shipped-since additions, not as part of the externally validated set.

THE COORDINATION FABRIC — SEVEN FURTHER CLASSES (LATE AUGUST 2026)

Fleet scale answered how many; the remaining question was how they work together. Twice in
August 2026, blind polls of fifteen frontier models named the same next gap in the industry's
agentic-governance stack — authority that travels between agents — and real deployments keep
confirming it: the risk lives in the connective tissue. Authority handed down chains of delegation,
work split across roles, plans quietly abandoned mid-run, shared memory every agent trusts,
message buses nobody watches. Seven further deterministic policy classes now govern that fabric
directly, on the same gate:

Delegation-chain authority. The identity layer already verifies every hand-off cryptographically
— signatures good, authority only narrowing. This class reads the shape of the verified chain at
the moment of action: chains deeper than the tenant allows, hops that only relay authority without
exercising it, grants that arrive as wildcards, and sensitive actions executing far from the human
grant. It never re-judges authority — it measures how authority traveled, and escalates the risky
shape.

Separation of duties. The gate records which identity produced an artifact; when the same
identity later approves, verifies, or releases that same artifact inside the workflow, the sign-off
escalates — maker and checker collapsing into one agent is exactly the pattern financial controls
have never tolerated in humans.

Coordination shapes. Two patterns, both invisible per-agent: fragment reassembly — each agent
reads a harmless fragment, every one individually under the line, and only the reassembled union
of what they touched crosses it; the gate attributes reads per agent and checks the union at the
moment of egress. And role pipelines — collect, transform, transmit spread across distinct
identities; the outbound end of a distinct-agent pipeline escalates with the shape on the record.

Plan pre-commitment. An agent (or its orchestrator) commits a plan up front; the plan is sealed
and Ed25519-attested like every other record. Each gated step then carries a reference to the step
it claims to be, and the gate checks verb, target, and order against the commitment — a
mismatched verb or target, a step out of order, or a step replayed escalates as plan deviation, and
the audit bundle records the conformance check either way. Deviation from the stated plan stops
being invisible.

Shared-memory provenance and quarantine. Every governed memory write lands in a
provenance ledger; a write from an unverified identity, or one carrying sensitive-named fields, is
quarantined at ingest. An action that cites quarantined memory escalates until a human releases
the entry through an audited, admin-gated release — and the ledger itself is write-once by
database trigger: provenance rows cannot be edited, quarantine can ratchet on but never silently
off, and a risky rewrite of a previously clean entry re-quarantines it.
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Queue and bus provenance. Messages between agents carry signed envelopes — the sending
agent's own Ed25519 key over the tenant, sender, and message hash. At the consuming step, an
unknown sender, a revoked key, or an invalid signature surfaces as a provenance failure; an
unsigned envelope that merely names an active agent is recorded as unproven rather than trusted;
and under the strictest setting, a message whose enqueue was never greenlit by the gate is
flagged the moment something consumes it — only actions the gate actually approved can attest a
message hash, so a blocked enqueue can never launder its own message into trusted work.

The discipline is identical to every layer above: escalate-only (these classes can raise an action to
human review — never block it, never approve it, never soften a verdict), name-only (field names,
verb tokens, sanitized identities, and integrator-supplied hashes — never parameter values, never
memory or message content), deterministic at zero model cost, and fail-open — if the state
behind a class cannot be read, that class steps aside and the base gate keeps enforcing; an outage
can never fabricate an escalation. Activation is conservative by design: numeric knobs default to
zero and boolean knobs to off, and the plan, memory, and queue layers engage only when the
caller supplies a planRef, memoryRefs , or messageEnvelope . No existing tenant's verdicts change
the day the layer ships. Policy triggers from these classes replay verbatim from the sealed bundle
at proof time. All seven are verified in source and by unit tests; they post-date the May red-team
validation and are recorded in the validation summary as shipped-since additions, not as part of
the externally validated set.

And a policy-reversion answer for the auditor. Because every policy configuration is attested,
the layer can now answer the question every loosened knob invites — did it change any real
outcome? Given a window, the reversion report diffs the attested configuration history, names each
knob that moved and when, and counterfactually re-derives the window's recorded decisions
under the prior policy through the same deterministic core that gated them live — reporting
exactly which verdicts the change flipped. Zero model calls, zero writes, read-only over the sealed
ledger; thresholds the sealed record cannot re-derive are excluded and disclosed, never guessed —
a measured answer, not a simulation.

Across every horizon — one action, one session, one workflow, one delegation chain, one plan, the
shared memory, the message bus, and the whole fleet over days — seventeen deterministic
checks now stand behind every verdict the four models return.

11. Verified performance

Independent benchmarks were re-run on the current four-provider lineup on May 18, 2026. Raw
output files are reproducible on request.

MMLU-Pro (N=100) — headline 85.0% Claude Opus 4.5 — 82.0% +3.0 pp

MedQA (N=50) — open finding 92.0% Claude — 94.0% -2.0 pp

On MMLU-Pro N=100, consensus delivers +3.0 pp over the best single provider and +7.5 pp
over the individual-provider average (77.5%). The MedQA —-2.0 pp finding is disclosed
openly — verifier-mesh tuning for medical-reasoning prompts is in the hardening queue, and
medical-decision-adjacent agent workflows should wait for that pass. Median end-to-end latency on
the full four-provider lineup is ~3.1 seconds including consensus, policy resolution, and audit-
bundle write.
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Gate-coverage harness (June 2026). Accuracy measures the answer; coverage measures the
gate. A black-box harness scores the gate's policy behavior against a specification hand-authored
from the business rules — never against the gate's own code. A deterministic sweep of 4,697
scenarios with zero model calls agreed with the spec 100% (across risk tier x the four policy
classes X decision boundaries X tenant variants, and mutation-tested so the result is non-circular);
a stratified 40-scenario live sample agreed 85% (34/40) with zero under-enforcement —
every divergence was the gate escalating an action the spec would have allowed, and every block-
required action blocked. The live sample's verdicts form on a three-provider consensus quorum.
Methodology, corpus version, sample size, model-call count, and latency are reported with the
numbers, and every miss is named as an open finding. The defensible work is the discipline, not
the count — an independently authored oracle, boundary cases across tenants and risk tiers, and
mutation tests proving the harness is non-circular: diligence-grade coverage, not a spot check.

12. Multi-tenancy and deployment

The Trust Layer is built to sit inside a multi-client enterprise platform — the substrate a large
enterprise platform or systems integrator expects before embedding it across clients. A single
Trust Layer deployment serves many independent tenants under cryptographic isolation — per-
tenant policy thresholds, per-tenant audit chains, per-tenant rate-limit budgets, and tenant-scoped
framework adapters. Shipped isolation primitives include composite-key tenant-scoped bundle
storage, strict tenant-ID validation against header injection and path traversal, three-bucket rate
limiting (per-tenant, per-IP global, and a per-IP cap on distinct tenant IDs that defeats tenant-
rotation bucket-spam), an admin-token gate on mutation endpoints with constant-time comparison,
and the cross-tenant 404 guarantee described in Section 5. Recent systems-integrator-scale
hardening adds cross-process shared state for rate limits, policy, and counters (Redis-backed, with
a single-process fallback), per-tenant AES-256-GCM envelope encryption at rest for sensitive
audit fields (per-tenant data keys wrapped by a key-encryption key and never persisted in
plaintext; the local key-encryption-key provider is live today, while the AWS KMS / Azure Key Vault
/ GCP KMS adapters are contract-tested, fail-closed seams against the same interface — each
naming the exact customer-managed key and credentials it binds to, ready to bind to the buyer's
chosen cloud KMS at deployment), per-tenant provider quota pools with atomic reserve/refund
(over-cap returns a 429 escalate with no model call), and zero-downtime API-key rotation with
auth-gated tenant self-service routes.

Deployment posture. Cloud-agnostic — AWS, Azure, GCP, or on-premises. Production mode

( PHASE4 REQUIRE AUTHED TENANT=1 ) reads tenant identity from the buyer's existing auth middleware
and fails closed if the authenticated principal is missing — there is no silent fallback to a default
tenant.

Load test (development-environment measured): a concurrency driver against the control
plane sustained ~805 requests/sec at concurrency 40 with zero errors and zero cross-tenant
isolation violations, and per-tenant quota counters held exactly to cap with no oversell (roughly
10,800 atomic reservations/sec under contention). These are single-process development-
environment figures — a strong directional signal that the architecture scales, with the full
production-scale load test run in the buyer's environment at deployment.

What happens at deployment for full SI-scale rollout: binding the contract-tested cloud KMS
adapters (AWS KMS / Azure Key Vault / GCP KMS) to the buyer's live cloud KMS under their
customer-managed key, externalizing the WORM audit store to the buyer's own object store under
bucket-level object-lock and the buyer's keys, and a formal high-volume production load test in
that environment. Full inventory is in the companion architecture document, available under NDA.
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13. What it replaces

A buyer evaluating the Trust Layer is typically already paying for some combination of a per-
vendor LLM contract with no cross-provider validation, a separate Al-guardrails vendor, a separate
Al-governance documentation vendor, a separate Al-gateway/observability vendor, and an internal
team writing custom agent-action audit tooling. The Trust Layer is one integration, one
contract covering the runtime gate, multi-provider consensus, failure-mode decomposition, the
policy engine, and the audit chain. It does not displace the underlying LLM provider contracts —
those still serve the agent's reasoning calls — but it consolidates the trust, governance, and audit
surfaces into one layer in front of every agent.

Cost posture — four models is not four times the bill. The full four-model consensus is spent
only where the stakes justify it. The deterministic compliance lines run in code at zero model
cost — your regulatory guarantees carry no inference spend at all. Repeated questions are served
from cache, so you never pay to re-answer the same thing. And the lineup is configurable per
surface: the full frontier four on the decisions that can hurt you, a lighter configuration where they
can't. Set against the alternative — a separate Al vendor per department — consolidating into one
engine nets total Al spend down, not up. The reframe that holds up in the room: it's a few cents
of extra checking on the one action in a thousand that could cost millions or a regulator's finding.
The measured +3.0 pp lift comes from the frontier four working in concert — that's the lineup
behind the number, and the one you'd keep on the decisions that matter.

14. What is explicitly out of scope today

- It is not a prompt-injection filter. The gate evaluates the agent's proposed action, not the
prompt that produced it. Pair it with a prompt-layer guardrail where injection is a requirement;
the two are complementary.

 Regulator-specific formats beyond the EU Al Act pack are scoped per engagement. The
EU AI Act evidence pack and Article 73 incident skeleton ship today (Section 9); SR 11-7 and
NAIC technical-file mappings are scopeable per engagement — the raw audit data is complete,
the formatted deliverables are produced to the buyer's tooling.

o It does not run fully air-gapped without provider API access. On-premises gateway
deployment is supported; fully air-gapped consensus is not. (The verifier-mesh and
decomposition layer is provider-abstract, so a mixed self-hosted + hosted model lineup is
supported under NDA-level scoping.)

« MedQA medical-decision support — see the open finding in Section 11.

15. Action paths

Without an NDA: open the live system at veridect.ai/agentic-trust-demo — run the agent
scenarios, switch tenant context to observe isolation firsthand, and download a complete audit
bundle as JSON — then watch the sixteen-station narrated governance tour at
veridect.ai/governance-suite : identity refusals, the EU AI Act evidence pack, underwriter
telemetry, a refused MCP tool call, a slow-burn session in which every individual step is authorized
and cleared until the accumulation itself is escalated, the gate's own adversarial self-test, a policy
what-if replayed against recorded history, and the permanent dissent ledger, all running live. Read
the public integration guide for the API surface. Request a scoping conversation; we respond the
same week.
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Under a mutual NDA: a buyer-specific integration document scoped to your environment and
agents; the multi-tenancy architecture deep-dive and engine architecture assessment; a White
Glove Enterprise Trial in your environment with your data and team, before any licensing or
acquisition discussion; and a working session with the engineering side.

Lisa Russell
CEO
Irussell@veridect.ai - veridect.ai
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